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ABSTRACT

Current Al technology is improving the quality of life by using machine learning based on data. When using machine
learning, transmitting distributed data and collecting it in one place goes through a de-identification process because there is
a risk of privacy infringement. De-identification data causes information damage and omission, which degrades the
performance of the machine learning process and complicates the preprocessing process. Accordingly, Google announced joint
learning in 2016, a method of de-identifying data and learning without the process of collecting data into one server. This
paper analyzed the effectiveness by comparing the difference between the learning performance of data that went through the
de-identification process of K anonymity and differential privacy reproduction data using actual financial data. As a result of
the experiment, the accuracy of original data learning was 79% for k=2, 76% for k=5, 52% for k=7, 50% for €=1, and
82% for €=0.1, and 86% for Federated learning.
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Tabel 1. Method de-identify
Processing Example Skill
Technique P
Heuristic
Pseudonymisa Mike, 4byears old, lives in Seoul, Hankook University Pseudonymization
tion —Jack, age of 40s , lives in Seoul, Universal University Encryption
Swapping
Mike: 180cm Jack: 180cm, Lily : 160cm, _ Asgregation
. . Micro Aggregation
Aggregation Jenny @ 150cm Roundin
—Students’ height sum:670cm, heigt mean: 165cm g
Rearrangement
Reducing Identifier
Resident Registration number : 901206-1536765 Reducing Partial
Data —Born in the 90s, male Identifier
reduction Date information related to an individual is Reducing Record
processed on an annul basis (ex. Acceptance day) Reducing Every
Identifier
. . Hiding
Data Mike Miller, 45years old .
Suppression — Miller (Family name), age of 30s~40s Random Rounding
' Controlled Rounding
. Mlke Miller, 35years O.ld' . Adding Random Noise
. live in Seoul, Hankook University
Data Masking CrRRE 1 T M Black
- Miller,, 3* years old,
: . KRR RRARRRE T ; Impute
lives in Se , University

= 29| o7} wo] AePsw ¢Jr}(9.10.11).
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k-oJWA2 Folal dlolEE nigew 22 Ha FAL w)9)8 welw AlAE 3 9Jrb(13).
E ghe] Aol KA o]} EAFES sto o Fig 2= 972 ¥4 dgdudelee} Fgdlolg]
SR E AEE AZT F U&E = WelH £ QAAIst #xle] Aol EH?'{ zlo|HA] A&
Latanya Sweeney”} #l¢Fstdci(12). Latanya HojF= 94 T4 oot

Sweeneyt K-dwAS chg3t o]l Ao}
RT(A,A,y,..A,)E ®lole HolE QI,,= dlolE

Bl = Alm 5 o1 A] 0 Sort | Name | Regionld | Age Sex Disease
B & — o
Eﬂ‘:’] = ‘4 R | EZ}":‘/}E =2 I'LH RT7]’ K 10’0 = 1 e 330 23 Female High blood pressure
U]’Z—%}-Uﬂ |: } ‘O/] E I %}\—59__ 7H‘°/] 2 L*** 210 24 Female High blood pressure
e RT Q[RT ﬂ = K 3 [ e 240 25 Male Prostate cancer
RT[ Q[ }7]_ %—ZH 3“ o]: fﬂ'\’/]——:—:— ‘g] U] ol E]— K_o] Ué }\5] a |y 680 29 Male Gastric cancer
RT. : 5 | weer 554 48 Male Gastric cancer
o = »9—?_5‘]-131 . Oﬂ/ﬂ E.O]":‘ 1 par ] EHO]EJ Eﬂol 6 Female Gastric cancer
= &3t Fig 1 e mmm
= - = \_. xxxxx i
lﬂa—o] ] 5].7-]] },].Ct-]] 7‘:} o z]] A== 77<'1: ] ]Ei 7], 4 3 Male Gastric cancer
A5 o 2~ o A= o] u;HE_
AZ JHZ A& & 5 9ok o]+ k7t 44 W&
ks = o ] 1= 1
date] Kol F7tell whe} dlofe]e] ApdAde] Hojxl
Sort | Name Region ID Age Sex Annual Income
1| e 330 23 Female 15000
Sort RegionD Age Sex Disease Remarks 2 Lx* 210 24 Female 20000
1 30 | B | Female | tighbood pressre R B AR 3 | e 240 % Male 50000
h blood ol i Various
2| 210 | o | Female | Highbood ressre R i o s | s Pam povs > o 00000
3 W0 | 5| Nl | Posweane 5 ew | o
£ .
4| 0 | 2| M | Gaane T e o p 5 | w 554 18 Male 35240
5| s | 4| Ml | Gateaner 55 Gl e 6 600 45 Female 4500
6 | 60 | 46 | Female | Gsticancer 6| o [as|* Gastic cancer Same
7 30 | 4| Female | Gaeaner T D |
6| w0 | @ | Mk | Gsicone 8 | a0 |4 Gastic caner

Fig. 1. Medical

data with K-anonymity Fig. 2. Linkage Attack
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Table 2. Federated learning performance by
round

round accuracy time
89 0.9778 1048s
90 0.9783 1059s
91 0.9780 1071s
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Table 3. Feature and explanation

feature

content

loan_amnt

amount of the loan

funded_amnt

The total amount
committed to the loan at that
time.

funded_amnt

The total amount committed
by the investor for the loan.

_inv
term The number of payment
Monthly payments have to be
installment | paid by the borrower when the
loan begins.
grade Credit grade
emp_length Employment period

home_owners

Whether the borrower

hip own a house or not
annual_inc Annial Income
zip_code Postal code
open_acc Credit limit
total acc Total credit limit

total pymnt
inv

Payment for a portion of
the total amount raised

tot_cur_bal

Total current balance of all
acount

open_acc_6bm

The number of transaction held
over the past 6 months

total bal il

Current balance of
all installment account

Maximum current balance

max_bal_bc for all account
avg_cur_bal | The average of current balance
mort_acc The number of mortgage account

num_bc_sats

The number of bank accounts

tot_hi cred lim

The highest credit limit

total il _high
credit_limit

The limit of total installment
/Credit limit

revol_bal

Total credit turnover balance

total pymnt

The amount paid for the total
amount
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Table 4. Original data preprocessing

feature Result preprossed data
zip_code "780xx", "890" 480 180
OWN— (1,0,0,0]
owhr?é?éeﬁip OWN. RENT,MORTGAGE, ANY M&%&Eﬂ [01001] 0)
ANY— (0,0,0,1)
n/a— 0
emp_length n/a, ( 1 year, 1 year,.., 9year, 10+years <113;eeaal;:01.5
10+years—> 10
term 36months, 60months ggﬁggtﬁ:: gg

B2 wppslch & ApEakel 83 (zip_code), A2 dlolee] dAjz] 35 BolFEr)

Fd &% % (home_ownership), I& 77+

(emp_length), #1& 3l(term) 5ol °ldl 3|2 3.3 AlgZy

ste] ddlole o] AAze] AL Table 404 &

oJFc} mA dolEl: YR do|E]23E] ARX A7 53] A mds A Sl

ToolsZ AM&s] k-olmAel k=29 w k=53 Multi-class 52 A}t 1 F 5dT

W k=79 w HEZelelMA e=0.12d . wd2 ZAE 24719 featureEs &3 U dlo]

e=12 o), e=29 o zPdo]e]= R ho]Bg B g, v dlelg ey, dE dojHE T3 o

9] synthpop& o]&3te] u]AM dHolelE At gt sy Ao vlagel o3l A=

olzigt dlo]E & ofee} o] A& 23 F < mAle dE]E MLP(Multi-layer

A7t} ARX Toolel HoJe]S Eee} & Az}, Perceptron)& AR&-3ch. gk nls3k 271604

AR 59 A F zelolw ] mdlS Agshd A&, v dlely sy, d3tshes vlash] f)

A}E 25 5 9ok Fig 65 k=22 AAI& 3 228 wFalor difsksel 4§ client 10

B oulA HelEE nelEch F AMEAZ SA 1EOR 100 e Adshe Ze Asld

5, 39 2 ot 3E A AR 35 ik e i, 29 A ddes 12

=
2E
o Axgon HE Aus) Aaal AdA del= I
feature—4 njAEs) Jevel s AEEd 4 glc). <Azt A (
FaeAQl 35A7E A gEe] A
& B odrh ZebowAl B3 meElvir - TP+ TN 5)
7t Wahe FEEo] Pk Table3e] #e% TP+ FPF ENT IN
S8 & AWt Fig 7& Arx®] Zajo|
A wE wdel level 154 e olstel nl4) e —

ip_code

emp_lengizip_cede home_owrterm  annual indoan, amnifunded_ar funded_ar nstallmengrade open_ace revol bal
{10+ years Oxoo {MORTGA3#herrrs # 6500 6500 6500  223.11C 16 16026
(104 yeartOooox  (MORTGAZ#*ts + 00 2000 300 995294 18 4154 home_ownership
{10+ yeas Oxoo {MORTGA3#hewers  + 10000 10000 10000 35217C 12 9754
{10+ yeasOooox  [MORTGA#sttttse ¢ 40000 4000 40000 126346 A % 517
{10+ yeas 000 {MORTGA3#hesers & 5000 5000 5000 15367 A 2 18788
{10+ yeaslooo  [MORTGAZstsse ¢ 600 6900 690 243C 3 76 emp_Jength
{10+ yeas Oxo0 {MORTGA3#heseirs & 24000 24000 24000 73314 A 3 28882
{10+ yeasOooo  [MORTGAZwstsse ¢ 15000 15000 15000 52825C 2 2
{10+ yeas Oxoo {MORTGA3#heseies & 17125 17125 17125 563438 22 3252
(104 yeartOooo  (MORTGA##irs + 12000 12000 12000 383078 2 1067
(104 yeartOooox  (MORTGAZ#*t #
{10+ yeaslooo  [MORTGAZHwssise
(104 yearsOooox  (MORTGAZ#*s +
{10+ yeas Oxoo {MORTGA 3#seettet &
(104 yeartOooox  (MORTGA##t +

7250 7250 7250 2B93A 12 4387
20000 20000 20000 69566 C 8 11515
25000 25000 25000 77335 A 20 3139 anoual jinc

3000 3000 3000 319A 18 8742
30000 30000 30000 92559 A 12 41039

Fig. 6. ARX, k=2 de-identification data. Fig. 7. preprocessing of de-identification data
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Table 6. Performance by parameter

client(round=100) 5 10 20
acc 0.9612 | 0.8623 | 0.5701

round(Client=10) 50 100 200
acc 0.5676 | 0.8623 | 0.9619
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Fig. 9. Learning time depending on the device
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